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AUDIT SUMMARY 

 
We have audited the basic financial statements of the Department of Alcoholic Beverage Control as 

of and for the year ended June 30, 2012 and issued our report thereon, dated September 28, 2012.  Our 
report is included in the Department’s Annual Report, is available at the Auditor of Public Accounts’ 
website at www.apa.virginia.gov and at the Department of Alcoholic Beverage Control’s website at 
www.abc.virginia.gov. 

 
Our audit of the Department of Alcoholic Beverage Control for the year ended June 30, 2012, found: 
 
 the financial statements are presented fairly, in all material respects; 

 
 internal control findings requiring management’s attention; however, we do not consider 

them to be material weaknesses; and 
 

 no instances of noncompliance or other matters required to be reported under Government 
Auditing Standards. 
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INTERNAL CONTROL FINDINGS AND RECOMMENDATIONS 
 
 

Improve Controls over the MIPS to Performance Interface 
 

The Department of Alcoholic Beverage Control’s (ABC) staff is not regularly reviewing Management 
of Inventory and Product Sales (MIPS) data, which can lead to adjustments that affect prior periods and can 
result in misstatements and losses.  While ABC’s MIPS system does not properly interface with the 
Performance Financial System, staff prepares monthly adjustments to bring the financial system in balance 
with MIPS from real time reports and to reconcile MIPS to Performance at year end.  Therefore, any MIPS 
adjustments prepared after the report run date are not in the Performance system. 

 
Staff periodically review and correct MIPS data; however there is no regular schedule or routine for 

processing the correction or conducting the review.  For example, the Total Dollar Value of Inventory Report 
as of June 30, 2012 prepared on July 16, 2012 did not equal the same report prepared on September 7, 2012.  
A discrepancy between these reports arose from corrections entered into MIPS with no corresponding entry in 
Performance at year end. 

 
ABC should require monthly reviews and the correction of any discrepancies after properly 

investigating the differences in the MIPS System.  MIPS data should be accurate when the financial team 
brings Performance in balance in order to have properly represented financial statements. 

 
Update IT Risk Management and Contingency Plans 
  

ABC has not updated its Information Technology (IT) risk assessments or its disaster recovery 
contingency plans for its software applications that contain confidential and mission critical data since 2007.  
By not updating the risk assessments or disaster recovery contingency plan, ABC incurs a significant risk 
because the agency’s systems have substantially changed since ABC originally created the plans.  Without 
updated risk assessments and disaster recovery plans for its applications, ABC cannot accurately determine 
the appropriate information security safeguards to protect data or develop adequate plans to recover from a 
disaster or major system failure.  This would result in unnecessary and potentially material financial losses 
from system unavailability and data confidentiality problems.  In addition, the Commonwealth’s Information 
Security Standard, SEC 501-06, requires agencies to maintain updated IT risk management and contingency 
plans for all sensitive applications and systems. 

 
Updated plans are especially important during times of transition and change.  As ABC and the IT 

Partnership with Northrop Grumman begin the process to plan moving the servers from ABC’s headquarters 
to the Commonwealth’s enterprise data center, the ability to reference updated recovery plans is very 
important.  ABC will need to update these plans again once it has completed the move.  ABC should consider 
establishing written restoration processes for its applications for use until the server move is complete. 

 
 We recommend that ABC develop current disaster recovery procedures for its applications that ABC 
can use until IT Partnership fully transitions the servers to the enterprise data center.  Once fully transitioned, 
we recommend that ABC updates its risk assessments and contingency plans to reflect the final environment. 
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INDEPENDENT AUDITOR’S REPORT ON INTERNAL CONTROL OVER 
 

FINANCIAL REPORTING AND ON COMPLIANCE AND OTHER MATTERS 
 

We have audited the basic financial statements of the Department of Alcoholic Beverage Control 

(ABC) as of and for the year ended June 30, 2012, and have issued our report thereon dated 
September 28, 2012.  We conducted our audit in accordance with auditing standards generally accepted in the 
United States of America and the standards applicable to financial audits contained in Government Auditing 
Standards, issued by the Comptroller General of the United States.   
 
Internal Control Over Financial Reporting 
 

Management of the ABC is responsible for establishing and maintaining effective internal control 
over financial reporting.  In planning and performing our audit, we considered the ABC’s internal control 
over financial reporting as a basis for designing our auditing procedures for the purpose of expressing our 
opinion on the financial statements, but not for the purpose of expressing an opinion on the effectiveness of 
the ABC’s internal control over financial reporting.  Accordingly, we do not express an opinion on the 
effectiveness of the ABC’s internal control over financial reporting. 
 

A deficiency in internal control exists when the design or operation of a control does not allow 
management or employees, in the normal course of performing their assigned functions, to prevent, or detect 
and correct misstatements on a timely basis.  A material weakness is a deficiency, or a combination of 
deficiencies, in internal control such that there is a reasonable possibility that a material misstatement of the 
entity’s financial statements will not be prevented, or detected and corrected on a timely basis. 

 
Our consideration of internal control over financial reporting was for the limited purpose described in 

the first paragraph of this section and was not designed to identify all deficiencies in internal control over 
financial reporting that might be deficiencies, significant deficiencies or material weaknesses.  We did not 
identify any deficiencies in internal control over financial reporting that we consider to be material 
weaknesses, as defined above.  However, we identified certain deficiencies in internal control over financial 
reporting entitled “Improve Controls over the MIPS to Performance Interface” and “Update IT Risk 
Management and Contingency Plans,” which are described in the section titled “Internal Control Findings and 
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Recommendations,” that we consider to be significant deficiencies in internal control over financial reporting.  
A significant deficiency is a deficiency, or a combination of deficiencies, in internal control that is less severe 
than a material weakness, yet important enough to merit attention by those charged with governance. 
 
Compliance and Other Matters  
 

As part of obtaining reasonable assurance about whether the ABC’s financial statements are free of 
material misstatement, we performed tests of its compliance with certain provisions of laws, regulations, 
contracts and grant agreements, noncompliance with which could have a direct and material effect on the 
determination of financial statement amounts.  However, providing an opinion on compliance with those 
provisions was not an objective of our audit and, accordingly, we do not express such an opinion.  The results 
of our tests disclosed no instances of noncompliance or other matters that are required to be reported under 
Government Auditing Standards. 
 

The ABC’s response to the findings identified in our audit is included in the section titled “Agency 
Response.”  We did not audit the ABC’s response and, accordingly, we express no opinion on it. 
 

Status of Prior Findings  
 

The ABC has taken adequate corrective action with respect to audit findings reported in the prior 
year. 
 
Report Distribution and Exit Conference 
 

The “Independent Auditor’s Report on Internal Control over Financial Reporting and on Compliance 
and Other Matters” is intended solely for the information and use of the Governor and General Assembly of 
Virginia, the Alcoholic Beverage Control Board, and management, and is not intended to be and should not 
be used by anyone, other than these specified parties.  However, this report is a matter of public record and its 
distribution is not limited.   

 
We discussed this report with management at an exit conference held on November 2, 2012. 

  
  
  
  
 AUDITOR OF PUBLIC ACCOUNTS 
 
WJK:alh 
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DEPARTMENT OF ALCOHOLIC BEVERAGE CONTROL BOARD MEMBERS 
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Chairman 
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